t 



lO 



CNJ J 



CD 
LO 



O 

O UJ 
O Q 

i — <r 
O uj 

CL 



CD 



lu 

UJ 



CNJ 



o 
lo 



oo 



cr> 



00 



CO 
00 
UJ 
C£ 
Q 

< 



UJ </> 

o oo 

^£ 

og 
oo Q 



oo 
o 
o 



CN 

cd v 
co- 

CD V 



o 

CD 



00 
LO 



00 >- 



< o ^ 



o 



oo 

uj O 



O f— 

cc or 

13 O 
O Q- 

oo 





3 



o 
o 



m 
tu 



o 
o 



TO 



oo 




CD 






=s 


OO 


o 


to 








o 


o 


TO 




o 




a 









oo 



ho 





:§ 


00 


o 


TO 






— 1 


o 


o 


TO 




o 




d 




XI 









IMS 


ACK 


TCI 




o 




m 



CD 



ro 




o 
O 



TO 









oo 


o 


TO 






— 1 


o 


o 


TO 




o 




CI 







o 




FIG. 3 



ro 
O 
O 



3 

o 



1_1 



ho 
o 
> 



ho 
o 
> 



NO 

o 
> 



ICMP 


O Q G 


UDP 


UDP 




TCP 


TCP 


TCP 


TCP 


PROTOCOL 




















SOURCE 
ADDRESS 










O G O 










DESTINATION 
ADDRESS 








1-1024 




> 
i — 
i — 








SOURCE 
PORT 




















DESTINATION 
PORT 




















QOS 




















SNIFFING 




















STATS 




O © O 
















SECURITY 



CO 



O 



-en 
oo 



-en 
O 



^1 



CO 



ro 

4^ 




HANDLE IN 
ACCORDANCE 
WITH NON-IP 

PROCEDURE 



100 



104 



106 



108- 




ACCESS 
PROTOCOL FIELD 



70 




YES 



FORWARD WITH 
POLICY OF ENTRY 



( END ) 



TRANSFER FRAME 
TO PROCESSOR 




DETERMINE 
POLICY 



CREATE 
TABLE ENTRY 



DISCARD 
FRAME 



( END ) 



FORWARD FRAME 
WITH DETERMINED 
POLICY 

( END ) 



FIG.5A 



74 



FRAME 
CONTAINS 
FIRST PACKET OF 
SESSION 

9 



YES 



FRAME HAS 
RESPECTIVE ENTRY 

IN TABLE 



YES 



DISCARD 



•94 





NO 






FORWARD WITH 


DEFAULT 


POLICY 



FORWARD 
WITH POLICY 
IN ENTRY 



\ 

( END ) 



DISCARD 
FRAME 

-J— 

( END ) 



T 

( END ) 



YES 



76 



TRANSFER FRAME 
TO PROCESSOR 




FORWARD 



DETERMINE 
POLICY 



80 




CREATE RESPECTIVE 
ENTRY IN TABLE 



84 



FORWARD FRAME 
WITH DETERMINED 
POLICY 

I 

( END ) 



FIG.5B 



CONTINUE 
AS IN - 
FIG.5B 



CONTINUE AS IN 
FIG.5A 



YES 




YES 




FORWARD FRAME 
WITH DEFAULT 
POLICY 



-204 



c 



END 



FIG.6 



